MATVEI KANDALINTSEV
Maastricht, NL • contact@kandalintsev.com • linkedin.com/in/matvei-kandalintsev-504622369 • github.com/m1ndl0ss • kandalintsev.com
SUMMARY
AI security engineer and honours researcher (MaRBLe, 5 of ~250 selected) building secure, evidence-driven AI systems: a cybersecurity vendor-intelligence platform, a multi-tenant admissions platform as CTO, an ML keystroke-injection detector and LLM prompt-injection evals. Top 1.3% of 19,000+ teams in IMC Prosperity 4; eJPT & eAIS certified.
EDUCATION
Maastricht University	Maastricht, Netherlands
Bachelor of Science (BSc), AI and Data Science, Honours; GPA: 8.42/10 (≈4.0 US)	2025 – 2028
British International School in Belgrade	Belgrade, Serbia
AS & A-Levels: Math, Physics, Computer Science, Economics, Statistics, Mechanics (A)	2020 – 2025
Russian School in Belgrade	Belgrade, Serbia
Secondary diploma with honours, 5.00/5.00; Gold Medal for Special Achievements in Learning (national honour)	2015 – 2024
RESEARCH EXPERIENCE
Maastricht University — DACS / Institute of Data Science	May 2026 – Present
Undergraduate Researcher, MaRBLe Honours Programme (5 of ~250 selected)	Supervisor: Dr. Ashish Sai
•  Researching LLM-driven extraction of architecture and design intent from code, for cross-language translation and security analysis.
•  Testing whether architecture-aware inputs improve LLM cross-language code correctness and security; preparing a publication (target 2026).
INDUSTRY EXPERIENCE
VendorVerdict Ltd — AI-powered cybersecurity vendor-intelligence platform	May 2026 – Present
Lead AI Engineer (Contract), Oct 2026 – Present  ·  Lead Developer (Contract), May – Sep 2026	United Kingdom (Remote)
•  Built and shipped the platform end to end: FastAPI backend, Next.js frontend, Supabase/PostgreSQL with RLS and migrations, auth, admin tooling, automated cloud deployment; load-tested and live at vendorverdict.ai.
•  Built a nightly pipeline over six sources (NVD, CISA KEV, SEC EDGAR, Companies House, PSIRT, ICO); fallback caching survived a live outage.
•  Built the multi-dimensional scoring engine and source-linked decision briefs for six major EDR vendors; every signal carries provenance, an as-of date and FACT/ESTIMATE/VERIFY status, and missing evidence returns INSUFFICIENT_DATA rather than a neutral score.
•  Leading Phase 1 (evidence integrity): moved vendor/product-scope filtering upstream of persistence, added LLM relevance validation (Anthropic API; batching, retry/rate-limit handling, fail-closed on API failure) and replaced raw CVE counts with severity, KEV-exploitation and patch-speed signals; regression-tested across all 15 pairwise vendor comparisons.
•  Delivering Phase 2: RLS-isolated customer-profile model (Supabase migrations, server-side validation), a mandatory-requirement engine (PASS/FAIL/VERIFY) that overrides weighted scoring, a two-track Vendor Health vs Organisation Fit model, and a merged single scoring path emitting a typed ScoringResult consumed by briefs, APIs and alerts.
•  Redesigning the five-page decision brief and PDF export (LibreOffice + Chromium render paths); built compliance-aware outreach with suppression.
AdmissionFit — multi-tenant university-admissions guidance platform	Aug 2026 – Present
Chief Technology Officer · sole engineer	Belgrade, Serbia (Hybrid)
•  Own architecture, backend, auth, AI integration, security, testing and deployment (Next.js, Supabase/PostgreSQL, Python); launched Oct 2026.
•  Designed a split schema (global reference data: open read, admin-only write; tenant-scoped student data: RLS-isolated per school) with fail-closed auth and role assignment, verified by 60+ automated isolation tests against the live production database.
•  Built a verified admissions-data layer from official sources (HESA, UCAS, IPEDS/Common Data Set), each fact tagged with source and confidence tier, so AI reports analyse verified data rather than recall it.
•  Building Discovery, Precision and Application Fit modes over one persistent student profile, with a Claude report pipeline using a validated output schema, retries and graceful failure; bulk school onboarding and GDPR retention/deletion for under-18 users.
Independent AI & Software Engineer	Mar 2025 – Present
Freelance	Remote
•  Shipped SaaS products, e.g. SiteScore (website audits; Stripe, Edge Functions, SSRF protection, rate limiting, RLS) and Retract (Instagram unsend).
•  Built CRM and operations systems for construction and local-service businesses; ran ads, SEO and visibility, driving up to 250% higher conversion.
•  Finalist, Supernova Buildathon (Apr 2026): FounderFinder uses OSINT to reach founders with CV-tailored outreach before job openings exist.
SELECTED PROJECTS & COMPETITIONS
IMC Trading — Prosperity 4 Trading Challenge (19,000+ teams)	Apr – May 2026
•  Ranked #248 worldwide (top 1.3%) and #1 worldwide in the manual round; ML models boosted algorithmic PnL by 30%; built backtesting tooling.
DuckyFence — Behavioral USB Keystroke-Injection Detector	Mar – Apr 2026
•  Random Forest on typing-timing features detects keystroke injection in under 500 ms, then blocks input and locks the screen (Windows).
Pseudonymity & Identity-Linkage Research (OSINT)	May 2026
•  Tool chaining platform metadata, cross-platform handle reuse and public identifiers to link a messaging username to a real identity; tooling withheld.
LLM Response Risk Analyzer	Nov – Dec 2025
•  Benchmarks LLM responses against known prompt-injection patterns, with an automated judge classifying safety and policy risk.
MaaSec — CTF Team Member	Apr 2026 – Present
•  Compete in Capture the Flag competitions spanning web exploitation, reverse engineering, cryptography, forensics, and OSINT.
CERTIFICATIONS
AI Systems Security Specialist (eAIS), INE Security — Sep 2026 (88%)   •   Junior Penetration Tester (eJPT), INE — Apr 2026
SKILLS
Engineering: Python, TypeScript, Java, SQL; FastAPI, Next.js/React, PostgreSQL/Supabase (RLS, Edge Functions); Linux, Cloudflare, Git, pytest
AI / ML: LLM pipelines (Anthropic API), schema-validated & fail-closed outputs, RAG, LLM-as-judge evals, scikit-learn, pandas/NumPy, backtesting
Security: threat modeling, OWASP Top 10 & API security, multi-tenant isolation, SSRF/webhook hardening, GDPR; Nmap, Burp, Metasploit; OSINT
AI Security (eAIS): prompt injection (direct/indirect), jailbreaks, agent & tool-misuse chains, data-exfiltration testing, RAG poisoning, guardrails
Languages: English (fluent, IELTS 8.0), Russian (native), Serbian (native), Spanish (B1)
